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Active Directory «, _iw cwd jl .05 |, Add Role 4 a3, Roles s 4 Server Manager ;I Role cuas (sl

A8 Next 4005 K5 1, Certificate Services

Add Roles Wizard ) x|

ﬁ Select Server Roles

Before You Begin Select one or more roles to install on this server.
Server Roles - Description:
ADCS v e Active Directory Certificate Services
T A {AD CS)is used to create certification
Role Services 2 ; : ) authorities and related role services
Setup ™ [] Active Directory Federation Services that allow you to issue and manage
Ype [] Active Directory Lightweight Directory Services certif_"lcat_es used in a variety of
CAType [] Active Directory Rights Management Services applications.
Privatekey ["] Application Server
[ DHCP Server
Cryptography DNS
CA Name [] Fax Server
Valdity Period [] File Services
[J Hyperv
Certificate Database [] Network Policy and Access Services
Confirmation ["] Print and Document Services
["] Remote Desktop Services
[] web Server (115)
Results [] windows Deployment Services
["] windows Server Update Services

Progress

More about server roles

< Previous I Next > I Install

o5 e ap S 1, Certificate Authority Web Enrollment 4 Certificate Authority (cla 4035 we as e 5

8 Next 40,5 S Add Required Role Services (gq, 48 o 5L s 3590 sld g pw cuai g o (5 dmio

Add Roles Wizard x|

m Select Role Services

Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
ADCS | —— Certification Autharity (CA) is used to

Add Roles Wizard x| B
forma

Setup Type "{ Add role services and features required for Certification Authority Web
CAType ¥ Y= Enrollment?

Private Key You cannot install Certification Authority Web Enroliment unless the required role services and features are also

installed.
Cr:
Yorg Role Services: Description:
o =] Web Server (IIS) \leb Server (IIS) provides a reliable,
Validity F Web Server manageable, and scalable Web application

infrastructure.
Certificate { # Management Tools

§ = Remote Server Administration Tools
Easinatan Role Administration Tools
Progress

Results

| Add Required Role Services | Cancel

@ Why are these role services and features required?

More about role services

< Previous ] Next > I Install
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AuS Next o Gl |y Enterprise clls ) iy dxio )
Add Roles Wizard

ﬁ Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
v certificates. Specify whether you want to set up an Enterprise or Standalone CA.

x|

bk & Enterprise
Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
certificates.

Role Services
p Type

CAType  Stan

Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
Cryplacradey standalone CA can be a member of a domain.

CA Name
Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress
Results

More about the differences between enterprise and standalone setup

< Previous I Next > I Instal

A8 Next 5 obwl ) Root CA 4,5 CA g4 Sl 4y

Add Roles Wizard g x|

ﬁ Specify CA Type

Before You Begin A ination of root and CAs can be to create a hierarchical public key infrastructure
(PKI). Aroot CAis a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.
AD Cs
Role Services ' RootCA

SetupType Select this option if you are installing the first or only certification authority in a public key infrastructure.

CAlype € subordinate CA
Private Key _SelectﬁisopﬁanifwaAwlobtainiiscAoerﬁﬁcatefmnanalherCAthefhap\bickey
oty infrastructure.

CA Name
Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress
Resuits

More about public key infrastructure (PKT.

< Previous | Next > I Install
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8 Next 5 Cbl |, Create New Private Key 4, 5 Private Key Lo oy

Add Roles Wizard

x|

To generate and issue certificates to dients, a CA must have a private key. Specify whether you want to
create a new private key or use an existing one.

& Create anew private key
Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a cryptographic service provider and specify a key length for the private key.
To issue new certificates, you must also select a hash algorithm.
" Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
¢ Select 2 certificate and use its assodated private key.
Select this option if you have an existing certificate on this computer or if you want to import a

certificate and use its assodated private key.
Validity Period

Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
key from an alternate source.
Web Server (IIS) 3 .

-

Select an existing private key on this computer
Role Services
Confirmation

Progress
Results

More about public and private ke

<previous || next> | el

A8 Next 5 a1y CA 5000 sl ()

Add Roles rd

ﬁ Configure Cryptography for CA

To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher

value for key length will result in stronger security, but increase the time needed to complete signing
operations.

x|

Select a cryptographic service provider (CSP):

Key character length:
|RSA #Microsoft Software Key Storage Provider

Select the hash algorithm for signing certificates issued by this CA:
SHA256

SHA384
CAName SHAS12

T -
Validity Period :’]‘”‘ - | )_'—I
Certificate Database
Web Server (IIS) ™ Allow administrator interaction when the private key is accessed by the CA.

Role Services
Confirmation

Progress
Results

More about cryptographic options for a CA

< Previous | Next > I
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05 v _CA & il pb opl a8 0l anilsy as g5 andl (el LYo &) ob yux |y Common Name 5b s o uand oyl )

29 03l 15 s Certificate s 5l b

Add Roles Wizard 3 x|

ﬁ Configure CA Name

Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the CA.
Seever Roles Distinguished name suffix values are automatically generated but can be modified.

ADCS Common name for this CA:
Role Services [wificala-SERVER02-CA

Setup Type

Distinguished name suffix:

CAType DC=wifikala,DC=ir
Private Key

Cryptography

CA Name Preview of distinguished name:

’mxwi&ala-smvawza,o&wiﬁkala,oc:‘r

Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress

Results

More about configuring a CA name

<previous |[ mext> | el

A8 Next .cul Jlo 5 (o yhidn & )ygu a5 1S o opmess CA (gl 1) Certificate ) jluel loj s oo oyl 4

Add Roles Wizard - 1]

ﬁi Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.

AD Cs
Role Services Select validity period for the certificate generated for this CA:
3
SetipType I ’Years ¥ '
CA expiration Date:  11/4/2019 10:04PM
Note that CA will issue certificates valid only until its expiration date.

CA Type
Private Key
Cryptography
CA Name
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress
Results

More about setting the certificate validity period

< Previous I Next > I Install

[$248 ILB]Eplw (b 5 09 SQigs Sads &) [t T T 5.5 54408 (sl Sl 90T o



http://serversetup.ir/
http://network.serversetup.ir/

& 2w sl H&), 03]9»76?(140/9/.4.0
ServerSetup

A8 Next g s 1) o log 4 Certificate Luslos oy8d Joo Jls

| Add Roles Wizard E x|

|
ﬂ% Configure Certificate Datab

:  Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
e certificates. The database log can be used to monitor management activity for a CA.

e Certificate database location:
Role Services [c:\Windows\system32\Certiog o ]
Setup T
i J© | Use existing certificate database from previous installation at this location

CAT)
e Certficate database log location:

Private Key
(C:\Windows\system32\Certiog Browse...
Cryptography I

CAName
Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation

Progress
Results

A8 Install 5 03,8 Next 1) clalas (Koo

Request the Certificates

9 03,5 cawlgs > |, PEAP L5 5,90 Certificate wg cogn il lp Wiy o lads g conlnyl Jlo 55 5 cams CA s o ol 5

S Enter o cob ly mmce ojle Run s lal o8 ol (oly a8 cdl s
A8 Add 5 ol |, Certificates 4 3,8 ol |, Add/Remove Snap-in a5 file g |

Add or Remove Snap-ins i x|

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

| Snap-in | vendor | [Z] Console Root Edit Extensions... |
g Active Directory Do...  Microsoft Cor... =

[ Active Directory Site... Microsoft Cor... REMEYe |
: Active Directory Use... Microsoft Cor...

=11 ActiveX Control Microsoft Cor... Move Up |

2 ADSI Edit Microsoft Cor...
Authorizaﬁon Manager Microsoft Cor... Moye Down I
& i ates  Microsoft Cor...

Microsoft Cor...
s Certification Authority ~Microsoft Cor...
. Component Services  Microsoft Cor...
&Computer Managem... Microsoft Cor...
B Device Manager Microsoft Cor...

=7 Disk Management Microsoft and... 5 d
2. DNs Microsoft Cor... 2| "—I A

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ o ] coe |

A8 finish 4 00,8 S Local Computer (cg; G 435 Next 43,8 Gl |, Computer account sl
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ertificates (Local Computer cuué jl .S cwlgs s Certificate G CA 5l Lzl ks (Jolye opl pll 5
Request New 45 All task a5 5l .08 SIS canly ol g9, ¢ 48, certificate . 9 Personal cw.s 4 Account)

Ay 1y Enroll 5 Gl 1) 545 Domain Controller pb g 03,8 Next I o a5 ol 08" Sl Certificate

P= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] i =10 x|
ﬁ File Acton View Favorites Window Help I;Iﬁl_’g
@ = | 2w | Em
| Console Root Issued To * [ 1ssued By
& [l Certificates (Local Com | F ] wifikala-SERVERD2-CA wifikala-SERVER02-CA
= [ Personal
=S | asks > i
o T v e
| Enterprist  View [ et
Intermed  New Window from Here Advanced Operations
Trusted F
| Untrustec  New Taskpad View...
= Tredr Refish
] Trus X
~| Certificat SR

[Expirat [ Actions

502

More Actions 4

-] Trusted DEVEES

< | j3 | KN

|Conta‘ns actions that can be performed on the item.

23,5 cuas Network Policy and Access Services Role sl (Jslye opl plosl 5 e
Network Policy and Access Services Role cuas

I, Network Policy and Access Services «, s cud jl 5 03,5 S Add Role ¢4, Sever Manager cuws |

A8 Next o0 S5

Add Roles Wizard

ﬂ Select Server Roles

Before You Begin Select one or more roles to install on this server.

Network Policy and Access Services
Role Services

Confirmation

Progress

Results

Roles:

Description:

Ac
[ A
[[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[] Application Server
[] DHCP Server
DNS Server (Installed
[] Fax Server
[] File Services

[[] Print and Document Services

ployr es
[] windows Server Update Services

More about server roles

Netwiork Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safeguard the
health and security of your network.

<previous [ mext> |

[ IS lw (b 5 99 SGian Slod> &)

[1>48 Tu] 5.5 38 5l i ()97 s



http://serversetup.ir/
http://network.serversetup.ir/

& 2 5l §E)) ) 901 @G 9w

ServerSetup

S NEXE g Sl ly 5 3)ls0 49y Gl o g ]

Network Policy Server

Routing and Remote Access Servers
Remote Access Services

Routing

i Add Roles wizard

ﬁ Select Role Services

. Before You Begin Select the role services to install for Network Policy and Access Services:
- Server Roles Role services: Description:
Network Policy and Access Services Network Policy Server (NPS) allows

P you to create and enforce

&) [¥] Routing and Remote Access Services organization-wide network access
I [V] Remote Access Service policies for client health, connection

onfirma [V Routing request authentication, and
Progress [] Health Registration Authority ;3::%?;" request f“"‘:ﬁl[aﬁ""-

% g i , you can also deploy

Resuits [] Host Credential Authorization Protocol Netviork Access Protection (NAP), a
client health policy creation,
enforcement, and remediation
technology.

<previous |[ next> | sl

AsS Install 5 00,8 Next 1) 5)lge  solos
AuS Enter 5 ol 1, nps.msc & )le RUN 3 ()l oo oy (o piwd (slp 23,8 KuaslS |y NPS ol ccuad jl Gy b

90,5 SIS canly NPS (55, )5 ol 5l el (sl 24 register .l Active Directory ,» NPS &5 sl auily 454

s |, Register Server in Active Directory 4.5

ioix]
|Fie acton vVew wp |
&= @8 |

@ [ ] RADIL  Import Configuration
@ =/ Police  Export Configuration ed

Stark (PS Service Policy Server (NPS) allows you to create and enforce organization-wide network access policies for

ou
Stop NPS Service request.
Register serverin Active Direcwra

Properties

View

Help

uration scenario from the list and then click the link below to open the scenario wizard.

[Network Access Protection (NAP) |

Network Access Protection (NAP)

When you corfigure NPS as a NAP health policy server, you create health policies that allow NPS to validate the
configuration of NAP-capable client computers before they connect to your network. Clients that are not compliant
with health policy can be placed on a restricted network and automatically updated to bring them into compliance

B3 Corfigure NAP B Leammore

Advanced Configuration

Templates Configuration

[Registev server in Active Directory [ |
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Ul |, RADIUS server for 802.1X Wireless or Wired Connections 4,55 « 45 (sgte jl oyl Sails” <l
A8 SIS configure 802.1X (¢4, g 03,8

%2 Network Policy Server s o =] P

File Action View Help
e m E
et
| RADIUS Clients and Servers

=/ Policies Getting Started

[ W, Network Access Protection
 Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for

B, Accounting
M, Templates Management

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

s or Wired Connections o |

RADIUS server for 802.1X Wi or Wired C

‘When you configure NPS as a RADIUS server for 802.1X connections, you create network policies that allow NPS
to authenticate and authorize connections from wireless access points and authenticating switches (also called
RADIUS clients).

Corfigure 802.1X === Leam more

Advanced Configuration

Templates Configuration

A8 Next 4 ol |, Secure Wireless Connections i 5 g, i 4xiw

Configure 802.1X i x|

! Select 802.1X Connections Type

Type of 802.1X connections:
(¢ Secure Wireless Connections ‘<=

When you deploy 802.1X wireless access points on your network, NPS can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

" Secure Wired (Ethemet) Connections

When you deploy 802.1X authenticating switches on your network, NPS can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it .

ISecure Wireless Connections

Previous I Next I Finish
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Cosla ACCESS POINt ¢l 2lysds oL Friendly name s aslal sl |, Access Point 4 by e cleMbl « jisu ol )
access , b &5 dwgi |y (63,00 Shared secret cud 5 545 5)ly access point »e IP 35 IP address cud

New RADIUS Client i x|
Settings l
™| Select an existing template:

i~ Name and Address
Friendly name:
JAP 001

Address (IP or DNS):
[172.20.5.150

[~ Shared Secret
Select an existing Shared Secrets template:

| None ;I

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

& Manual " Generate
Shared secret:

Ioououu

Confirm shared secret:

[ox ] coed |

A8 obsasl |, Microsoft Protected EAP (PEAP) wugn sl Jae olsesl asin )

Configure 802.1X 3 x|

Configure an Authentication Method
! "

Select the EAP type for this policy.
Type (based on method of and network configuration):

[Microsoft: Protected EAP (PEAP) =

Firish Cancel |
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A8 Ol 1y Wl e3,S sl &5 ¢l certificate 4 05,5 sl |, Configure au s o 5w

Edit Protected EAP Properties i x|

Select the certificate the server should use to prove its identity to the dlient.
A certificate that is configured for Protected EAP in Connection Request
Palicy will override this certificate.

Certificate issued @ reza-SERVERD1-CA

Friendly name:

Issuer: reza-SERVER01-CA

Expiration date: 9/9/2019 4:53:15PM

[V Enable Fast Reconnect
I~ Disconnect Clients without Cryptobinding

Move Up

Move Down

b o) oy S oo L] &S ol g5 ) (sliael S 4Ll |y S oolizal NPS cl 1 sl 0ad 45 lyn)lS 05,5 el po il 53
D3 g giawd pae b o yiawd ol L]

Configure 802.1X i x|

Specify User Groups
‘,J Users that are members of the selected group or groups will be allowed or denied access

based on the network policy Access Permission setting.

To select User Groups, click Add. if no groups are selected, this policy applies to all users.

s Add... I
REZA\RADIUS Group =
TEMOYE
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2y Kl 1y s VLAN g o )y 5429 4805 ;0 VLAN 31 s dls yo

Configure 802.1X B x|
Configure Traffic Controls
* Use virtual LANs (VLANs) and access control lists (ACLs)to control network traffic.

If your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attrib you can confi these attrib here. If you configure these attributes,
NPS instructs RADIUS clients to applythae settings for connection requests that are authenticated and
authorized.

If you do not use traffic controls or you want to configure them later, click Next.

Traffic control configuration
To configure traffic control attributes, click Configure.

Previss | Net | Fish | Cancel |

S 5)S bl gl 455 4 |y b aCcesSs POINt b cul 5l 4 00d KlS jgpm (o dlspo oyl 1 .08 finish 00,5 Next e
Sy yg 0 RADIUS & 1) canlgd o dosl 4y o)) p,l8 Jlasl i

1950 RADIUS &) b Culgi 3 Sl )l G Cing9 guensS T SiilS

ol S i 1y clg ST SECUNILY yisu CawdlS g5 Lol el glito b cigy S| Cilisio (sla Jdo jd Sleddas ) (g5t
ol o odlizwl ENGenius ESR1750 ciygr (ST 51 550l

SSID Selection SeverSetup.ir  ~

Broadcast SSID Enable ~

WMM Enable ~

Encryption WPA RADIUS v| awtr—

WPA Type DWPA(TKIP)  © WPA2(AES) © WPA2 Mixed e t—=]

RADIUS Senver IP Address 172.20.5.15 o
RADIUS Server port 1812

RADIUS Server password FRREXXRRRR <:

| Apply || Cancel |
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, 9 AES TKIP (g, a5 5 & a6l ol oo o2 |y WPA go5 s )15 WPA RADIUS (¢, I, Encryption Kol !,
Sl 55 359 Comid 13 .08 3,15 1, RADIUS 4,0 IP )3l RADIUS Server IP Address iso j3 ol )18 65 cpl 5l (oS 5

il 03,5 30y Cingy ST gl 9, ,> S shared secret
L CoWS 59, CA Certificate cuas

sis dloxl certificate « s b j) aSed 4 oyt gl b caMS a5 ol jli g 00 KlS Cuiygy ST g 9 Als yo ol
9 039 (el 4 )0 L ST .S wub 1y jopm cogn il I LB L aS amd ool b el 4 )5 oyl S cuai |y CA by
2 008 Jlosl b coMS aen (g9, Group Policy buwg 1y ous sl certificate b sl ausls Active Directory

20,5 cuas by G (59) swd Oygay Gl oo Cjguais)

&S MMC JguiS @ o)) a0 o yid (glp S caas g o3l Jlisl ls <y MS a4 03,5 Export |, certificate cuul o K o,
s export |y certificate () JSb sl g a8y 1) 03,8 sl yui

F= Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] -

@ Fle Acon View Favorites Window Help

I E 3=
~| Console Root Issued To =
& [l Certificates (Local Com | Tl e
| Personal Bl 1.reza.co
| Certificates | 7 IservER01.reza.co EAEERIMY  Open
| Trusted Root Cert | #1ceryER0 1 reza.co

m

3 enterprise Trst | ¢ cenvenon remnco cut Request Certificate with New Key...
= iate Certit | S| Copy Renew Certificate with New Key... More Actions
=] Trusted Publishers Delete e e T

| Untrusted Certifica -
| Third-Party Root C Properties Advanced Operations

| Trusted People Help Export... e
~| Certificate Enrolime
~| Smart Card Trustec
| Trusted Devices

| | J3 | K1l

|Contains actions that can be performed on the item.

A8 Next g ol 1y No a5 export private key iso j> g 18 Next «, Lio Wizard b

Certificate Export Wizard i x|

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
€ Yes, export the private key
& No, do not export the private key < —1

Learn more about exporting private keys.

< Back
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A8 Next 5 bl |y DER ¢ b (sam a5 )

Certificate Export Wizard i x|

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

{* DER encoded binary X.509 (.CER) -

" Base-64 encoded X.509 (.CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
I Include llicertificates in the certification path if possible

€ Personal Information Exchange - PKCS #12.(,PFs)
™ Include allicertificates in the certification pathif possible:
™| Delete the private key.if the export is successful
I~ Export allextended properties

€ Microsoft Serialized Gertificate Store (.55T)

Learn more about certificate file formats

A8 a9 ool il e MS 4 1) certificate ous export L .S finish 3 bl 1y bl 0psd Joe gam Jolye
45 S8 Install Certificate (o, o Lol j1 e 28 1l 1) 0] 03l Jasl cauMS 4y 45 1y L s 1o ol o

x|

General | Detais | Certification Path |

LR Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: reza-SERVERO1-CA

Issued by: reza-SERVER01-CA

valid from 9/ 9/ 2014 to 9/ 9/ 2019

$ InstallCerﬁﬁcate...I Issuer Statement |

Learn more about certificates

x|

o3 Trusted Root Certificate Authorities isw s 1, o] sl certificate store cwus 0,8 Next 1y sl
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Certificate Import Wizard k- x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
% Place all certificates in the following store
Certificate store:

:> ITmshedRootCerﬁﬁcaﬁonAumoriﬁes | Browse... |

Learn more about certificate stores

group policy s b ;I 1, clulas ol oy e certificate cua asles 5,5 Kl 1) b coM 4 oladas bl Jb
9ol (fiwd Oygar b 93,5 Jloc]

g Sl a4 Jlasl 4 5l K b5 )S Jlael 1)y clogdats 9 03,5 dbol wd & yaas gl CONNECEION (g5 o 48 ol (6l

2,5 sslizwl cONnection !

Sl sy g5 omizmen S bl |, WPA2-Enterprise L WPA-Enterprise 4,5 Security Type cwud »
A 8 (WPA2 5l osliw] & ygo 13) AES o (WPA 1 osliiw] yg0 ,3) TKIP

A8 ol |, Protected EAP (PEAP) 455 Authentication method Clsesl s

Connection | Security
Security type: WPA2-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) V¥ || Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings
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ser 4.5 S|, Specify authentication mode 45 axin oyl j» .08 KIS Advanced settings (g, 4obl

43,5 5 Security .o & 5 18 OK 03,8 sl |, Authentication

802.1X settings | 802,11 settings
Specify authentication mode:
User authentication v Save credentials

Delete credentials for all users

[[]Enable single sign on for this network
@ Perform immediately before user logon
Perform immediately after user logon
10 s
¥ Allow additional dialogs to be displayed during single
sign on

his network uses separate virtual LANs for machine
and user authentication

L (7 5544 ,5) Validate server certificate «jisy ol 0 .08 SIS cogn 5l 3, SELEINGS (g4, dxio ol > Jls

Connect to these 54055 K51, (8 j9au4 ) verify the server’s identity by validating the certificate

A0S 3)ls 1y (computer name) jo,m JolS sb ol 0 55 5 055 50 1, servers
A8 ol 1y ¢l 03,8 cums a5 ¢l CA certificate ;5 Trusted Root Certification Authorities :so

A8 wlsal |, Secured password (EAP-MSCHAP v2) ;5 authentication method i )
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When connecting:
Verify the server's identity by validating the certificate  wsetTi===y

| RADIUS..wificenter.ir
| Trusted Root Certification Authorities: |

[] Class 3 Public Primary Certification Authority

[] pigiCert Assured ID Root CA

[] pigiCert Global Root CA

D DigiCert High Assurance EV Root CA

ENT.local

[] Entrust.net Certification Authority (2048)

[] Entrust.net Secure Server Certification Authority

<

Notifications before connecting:
Tell user if the server’s identity can't be verified

Select Authentication Method:

‘Secured password (EAP-MSCHAP v2) vl |7Conﬁgure. e 7I

Enable Fast Reconnect

["]Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
["]Enable Identity Privacy

Al 421N 3y g 6,5 pL 3,8 2lg 4 (5l LS b usi 1) o] Ko e |,y configure au ;S aus cpels e )3 )51 LG 5
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